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Abstract
Background: We introduce and study a recently proposed method for privacy-preserving distance computations which has received little attention in the scientific literature so far. The method, which is based on intersecting
sets of randomly labeled grid points, is henceforth denoted as ISGP allows calculating the approximate distances
between masked spatial data. Coordinates are replaced by sets of hash values. The method allows the computation of distances between locations L when the locations at different points in time t are not known simultaneously.
The distance between L1 and L2 could be computed even when L2 does not exist at t1 and L1 has been deleted at t2.
An example would be patients from a medical data set and locations of later hospitalizations. ISGP is a new tool for
privacy-preserving data handling of geo-referenced data sets in general. Furthermore, this technique can be used
to include geographical identifiers as additional information for privacy-preserving record-linkage. To show that the
technique can be implemented in most high-level programming languages with a few lines of code, a complete
implementation within the statistical programming language R is given. The properties of the method are explored
using simulations based on large-scale real-world data of hospitals (n = 850) and residential locations (n = 13, 000).
The method has already been used in a real-world application.
Results: ISGP yields very accurate results. Our simulation study showed that—with appropriately chosen parameters
– 99 % accuracy in the approximated distances is achieved.
Conclusion: We discussed a new method for privacy-preserving distance computations in microdata. The method is
highly accurate, fast, has low computational burden, and does not require excessive storage.
Keywords: Geographical data, Geo-referenced data, Geo-masking, Record-linkage, ISGP
Background
The number of statistical microdata sets containing
geo-referenced data has increased steadily. For example, at least two US medical surveys (National Ambulatory Medical Care Survey, NAMCS, and the National
Hospital Ambulatory Medical Care Survey, NHAMCS)
have additional data files containing the distances to the
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nearest eligible hospital as well as the distances to the
nearest eligible hospital with an emergency department
[1]. Other CDC (Centers for Disease Control and Prevention) surveys (for example, NHANES, NHCS, NHIS, NIS,
NSFG, SLAITS) also contain geocodes. The increasing
availability of geographical information has generated a
continuous stream of research literature on the effects of
geographical disparity on health-related outcomes [2–8].
Generally, surveys with geo-referenced information have restricted data access to guarantee as much
respondent privacy as possible. The method introduced
here could be used for research applications under
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privacy legislation such as the General Data Protection
Regulation as implemented in different ways among
European countries. For example, due to privacy concerns in most countries, survey agencies and official statistics bureaus are often required to separate research
data and respondent identifying information [9–11].
Depending on the available spatial resolution, geographical locations could be used to identify a person directly.
Therefore, geolocations of survey respondents are usually not included in scientific use files. In many research
settings, respondents are assured that directly identifying
information (such as names or geolocations) is deleted
after data collection. Given this, at least two different scenarios for the use of the suggested technique seem to be
plausible:
1. In a cohort study of treatment outcomes, initial
healthcare providers’ address is pseudonymised and
saved. During the follow-up treatment, the pseudonymised addresses of subsequent health care providers are added to the dataset. Estimated distances
of providers can be computed even in those cases,
where providers do not exist at the initial data collection time.
2. If no unique person identifiers are available for linking records of the same patient between different
organisations, quasi-identifiers such as names and
addresses are used for linkage. If these identifiers
have to be pseudonymised, computing distances
between addresses might help in identifying true
links. Therefore, the estimated euclidean distances of
addresses between potential links could be used for
privacy-preserving record-linkage [11].
An application of the first-mentioned type has already
been used in practice [12]. The second type is a natural extension of encoding one-dimensional numerical
data for privacy-preserving record-linkage [13]. Since
respondents’ spatial mobility in many societies is mostly
regional, the additional distance information will increase
the precision of linkage procedures.
In this paper, a new method for calculating distances
between pseudonymized spatial data is presented, which
preserves the original distances between locations
(Sect. 2). This method was first presented at a conference
by [14], but has not been published previously. In contrast to the presentation, we implement the method, provide the proof of the central equation, simulate effects of
parameter choices, and demonstrate a successful application with real-world data.
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Previous approaches

Different approaches for the masking of spatial data
have been suggested in the literature. Based on [15], the
methods sketched in the review by [16] can be classified into three categories: (1) methods that aggregate
spatial points, (2) methods that modify coordinates, and
(3) methods that release contextual data only. Examples
of the first category include point and areal aggregation.
Translation, rotation, scaling, and random perturbation belong to the second group, whereas the release of
the distances to the nearest neighbors gives an example
of the third category. Two of the latest suggestions can
be considered as examples of (2): [17] and [18]. The first
approach moves each point into the area of a torus, centered at this point. The second approach uses an embedding of the coordinates. However, here we suggest an
entirely different approach.
The work most similar to ours has been published by
[19]. Kerschbaum introduced a distance-preserving
pseudonymization technique for timestamps and spatial data. For the two-dimensional calculation of the distance between two points, the author generates a regular
grid of reference points and assigns a hash value to every
grid point. The pseudonymization of a point location P
is the set of grid points with a certain distance d from P,
together with angle and distance to the point of interest.
Using the distance and the angle of the grid points, locations P1 and P2 can be recovered.
In contrast to Kerschbaum’s method, we do not calculate the distance between two points by calculating
their distances to one common grid point. Instead, we
approximate the distance between two spatial points P
and Q by considering the area of intersection of two circles centered at these points. Furthermore, the angle and
the distance are available as plain-text in Kerschbaum’s
method, which probably allows the re-identification.
Finally, the new method allows the computation of distances between locations when the locations at different
points in time are not known simultaneously. For example, the distance between L1 and L2 could be computed
even when L2 does not exist at t1 and L1 has been deleted
at t2.

Methods
Approximation of the distance between two spatial points
by intersecting sets of randomly labelled grid points

In this Section, we demonstrate the approximation of the
distance between two spatial points in a two-dimensional
space, without using information about their exact positions. For this purpose, we approximate the area of intersection between two circles surrounding these points.
Let us consider two points P and Q and the distance d
between them. First, we surround each of those points
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f : [0, 2r] −→ [0, πr 2 ],

d

d � → A(d)

between the distance d and the area A of overlap. It is
intuitively clear that every area A(d) results from exactly
one distance d ∈ [0, 2r] between P and Q. Therefore, we
can verify the Equation

r

A(d) = 2r 2 · arccos(

P

Q

A
Fig. 1 Area of intersection A between two circles with the same
radius r, whose centers P and Q have distance d from each other

by a circle of radius r, as depicted in Fig. 1. Thus, if
0 ≤ d ≤ 2r holds, the two circles have an area of intersection A, which depends on d.
Hence, up to a separation of the double radius, there
exists a bijective (one-to-one and onto) mapping

d
1 
) − d · 4r 2 − d 2
2r
2

(1)

describing the relation between A and d. A proof is given
in the appendix. Hence, if we know A we can approximate d as we will show below.
Next, we overlay the two circles with a regular grid, as
shown in Fig. 2, and map unique random numbers to the
grid points. Then, the pseudonymizations GP and GQ of
the spatial points P and Q consist of the grid points surrounded by the respective circle. Furthermore, we determine the set of grid points GP ∩ GQ covered by the area of
intersection A. In the example shown in Fig. 2, this intersection is given by GP ∩ GQ = {78, 38, 6, 70}.
For reasonably flat geometries, like those we consider here, it is sufficient to use a rectangular grid. If the
method is extended to curved geometries, like the surface of a sphere, using a triangular grid would provide
more accurate results.

Fig. 2 Circles overlaid with a regular grid. Random numbers are assigned to the grid points
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Furthermore, the regularity of the grid is important, so
that identical distances between considered points yield
(dependent on the radius) nearly the same number of
grid points enclosed by the area of intersection. In the
case of randomly distributed grid points, the accuracy
of the result strongly depends on how many grid points
are enclosed by the area of intersection. Thus, the error
for the approximation of the distance d will generally be
higher for random grids than for regular grids. We will
demonstrate this effect in Sect. 2.
The similarity of the two pseudonymizations for P and
Q can be computed with any suitable similarity measure.
Here, we use the Dice coefficient [20], given by

s=

2|GP ∩ GQ |
,
|GP | + |GQ |

(2)

where | · | denotes the number of elements contained in
the respective set. The similarity measure can then be
used to approximate the intersection A as proportion of
the area π r 2 of a circle through

Â = s · πr 2 .

(3)

Finally, solving the equation A(d) = Â yields the approximation for the distance d between P and Q. Since the
method is based on intersections of sets of grid points,
we denote the procedure as ISGP. We will illustrate ISGP
with an application in the next section.

Step‑by‑step workflow

In a real-world application as described in the Background (Sect. 1), two data holders could agree on the
parameters (seed of pseudo-number random generator,
radius, number of grid points, and area). Each of the data
holders computes the set of grid points corresponding to
the locations of the points of interest (Steps 1–8 in the
workflow below). A research group will use these sets of
grid points to compute the distances they need for their
research (Step 9). The research group only needs the sets
of grid points and the information on the radius used for
the computation.
We will describe a step-by-step workflow for these
steps using the statistical programming language R [21].
As an example, we use two real-world data sets containing geographic information. The first data set contains
850 hospitals located in England.1 The second data set
is a large administrative database of the United Kingdom containing approximately 13 million residential
addresses. As outlined in Sect. 1, the distance to the nearest hospitals is relevant in various research fields. As an
example, we will calculate the approximate distances for
one residential address to its nearest three hospitals.
Step 1: Preprocessing

First, the package maptools [23] for reading and
manipulating geographic data is loaded. After that, the
commonly used coordinate reference system WGS84 is
chosen. The shapefile of the United Kingdom is imported,
and finally, England is selected.2 Figure 3 shows the
administrative boundaries of England.

1

2

The file is publicly available and was downloaded from [22].

The shapefile containing the administrative boundaries of the United
Kingdom was downloaded from [24]. The website provides administrative boundaries of many more countries, so that the workflow can be easily
adapted to other countries or continents.
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Step 2: Preprocessing and geocoding of residential
and hospital addresses

The files containing address information on residents
and hospitals are loaded. The package ggmap [25] was
used to query the longitude and latitude of these address
information from Google. The administrative database
contains addresses of the United Kingdom. Therefore,
Scotland, Belfast (covers all of Northern Ireland), Isle
of Man, Guernsey, and Jersey were removed based on
the postal code area. Removing these areas resulted in
approximately 12 million remaining addresses. From
those, a random sample of 13,000 addresses was drawn
from this database, and their geo-coordinates were
queried.

Fig. 3 Geographical boundaries of England
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Some of the sampled addresses resulted in incorrect
queries due to the administrative database being deprecated. Those addresses were removed from the analysis.
Further, it was verified whether all successful queries are
within the administrative boundaries of England. Therefore, the function over from the package sp [26] was
used. Removing these coordinates reduced the number
of residential addresses considered to 12,057. The final
result of preprocessing hospital and residential data is
shown in Fig. 4.
Step 3: Enlarge area considered for computation

The boundaries of England are enlarged for computation.
For coordinates close to the geographical boundaries of

Fig. 4 Queried hospital (in red) and residential addresses (in black)
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England, the circles drawn will include fewer grid points.
This will cause a loss in precision of the approximation.
Further, in such scenarios, the risk for re-identification might increase. The surface of England is approximately 130, 300 km2. The surface of the enlarged area is
1, 490, 000 km2. The artificially generated area covers
England 11 times and preserves the underlying geographical structure of the addresses and England, respectively.
Figure 5 shows the generated expanded geographical area
with hospitals and addresses. This step is optional.

Step 5: Selection of coordinates

Step 4: Change of coordinate system

contains functions for the generation of both regular
and random grids. As an example grids consisting of
n = 20, 000 grid points, randomly sampled from the
enlarged geographical area, were generated. In Fig. 6, a
grid with regularly distributed grid points is compared
with a grid consisting of randomly distributed grid
points.

Although calculation of geographic distances from the
WGS84 coordinates is possible with the R package sp
[26], an approach using Euclidean distances is sufficient
here, since the considered area is small. Therefore, the
WGS84 coordinates are transformed to UTM coordinates
using the package rgdal [27].

For demonstration purposes and the further steps in the
example, we restrict the data shown in Fig. 5 to Cornwall
and Devon (South West England) and four arbitrary chosen coordinates. One residential address and its nearest
three hospitals. This step is for demonstration purposes
only and not necessary for the method to work.
Step 6: Grid generation

As mentioned before, either randomly or regularly distributed grid points may be used. The R package sp

Schnell et al. Int J Health Geogr

(2021) 20:14

Page 7 of 16

Step 7: Assignment of random numbers to the grid points

The next step consists in randomly assigning the arbitrarily chosen numbers 1, ..., 20,000 to the grid points. See
Fig. 7 for the result (only the part covering Cornwall and
Devon is shown).
Step 8: Determination of pseudonymizations

The R package sp provides functions for calculating
spatial distances between points. At first, the distances
between P and each grid point, as well as the distances
between Q and each grid point are calculated. Next, for
each of the points, P and Q, a set of integers is determined. This set depends on a parameter r, which denotes
the radius of a circle (in meters) with center P and Q,
respectively (see Fig. 8). The resulting set consists of the
random labels of those grid points, which have a distance less than r from the respective point P, Q. Here, the
radius (r) is set to 30 km. The following R code shows the
pseudonymization of P and Q1.

Fig. 5 Enlarged geographical area with addresses of hospitals (in red)
and residential addresses (in black)

Fig. 6 Regular (left panel) and random grid (right panel) generation. Residential address P in orange and three nearest hospitals Q1, Q2, Q3 in
green, red, and blue
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Fig. 7 Regular (left panel) and random grid (right panel) generation with assignment of random numbers. Residential address in orange and three
nearest hospitals in green, red, and blue

The Dice coefficients for P and Q1 , Q2 , Q3 are shown in
Table 1.
The remaining problem is the computation of the
approximated distance given the already computed similarity of the two sets of grid points. Regardless which
kind of grid is being used, the area of intersection A
between the two circles with radius r around the considered points can be estimated by the command.

Step 9: Computations of the approximate distance

This is the only step necessary for a research group interested in the distances. The Dice coefficient [cf. Sect. 2,
Eq. (2)] of the two sets of grid points enclosed by the two
circles can be computed directly:

[cf. Sect. 2, Eq. (3)]. As described in Sect. 2, Eq. (1), the
area of intersection depends on d and we can approximate the distance between P and Q by solving Eq. (1).
The R package stats provides the function uniroot,
which searches the interval from lower to upper (the
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Fig. 8 Regular (left panel) and random grid (right panel) with circles around example addresses with labeled random numbers. Residential address
in orange and three nearest hospitals in green, red, and blue

Table 1 Dice coefficients by grid type
Geo-locations

Dice regular
grid

Dice random
grid

{P, Q1}

0.234

0.154

{P, Q2}

0.179

0.217

{P, Q3}

0.132

0.112

closed interval [0, 2r]) for a root (i.e., zero) of the considered function ( A(d) − Â) with respect to its first argument (d) and with accuracy tol (1 · 10−9). To use the
function uniroot the function to estimate the area of
the intersection has to be defined with the command

Table 2 Results of distance approximations
Set of

Original d (m)

addresses

Approximated d (m)

Relative error

Approximated d (m)

Relative error

regular grid

regular grid

random grid

random grid
−0.131

{P, Q1 }

38,539

39,081

−0.014

44,326

{P, Q2 }

42,883

42,573

0.007

40,108

0.069

{P, Q3 }

45,367

45,918

−0.012

47,358

−0.042
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Fig. 9 Relative error of the approximated distances for the nearest hospital by size of radius and number of grid points. The blue line is a smoother
using gam [28]

Finally, the desired approximations of the distances can
be computed with the following command:

Please note, that only A_hat (estimated area of intersection) and the parameter r are needed as input.
For the example given, the original distances, the
approximated distances, and relative errors for both, regular and random grids, are shown in Table 2.
Thus, in the example given, the absolute relative error
is about 1% for the approximations using the regular
grid and varies between 4% and 13% for the random
grid. However, these are just a few numerical examples.
In general, the size of the errors depends on the radius
and the number of grid points used. For a fixed radius,
the number of common grid points of the circles around
P and Q strongly depends on the number of grid points
sampled from the area of intersection. In contrast, there
is nearly the same number of grid points enclosed by

the area of intersection between the two circles in each
run for the regular grids (the two plots illustrate this
in Fig. 8). Accordingly, more accurate results can be
expected using regular grids. Therefore, only the regular
grid is considered in the following simulation. Moreover,
the mean error of random grids will approach the mean
error of regular grids with increasing radius since more
grid points will be in the intersect.

Results
We systematically studied the effect of different choices
of numbers of grid points and radii on the quality of
the approximations in a full factorial simulation experiment (number of grid points, radius). Therefore, the
data described in Sect. 2 is used. For each residential
address, the distances to its nearest three hospitals were
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Fig. 10 Relative error of the approximated distances for the second nearest hospital by size of radius and number of grid points. The blue line is a
smoother using gam

approximated. As parameters, radii between 10–100 km
by steps of 10 km and number of grid points between
50,000–100,000 by steps of 10,000 were used. A large
number of grid points is required due to enlarging the
original geographic area to avoid empty intersects.
First, we report the results comparing the original distances and the corresponding absolute relative error for
each approximation individually for each of the three
nearest hospitals. For a more concise presentation we
restricted Figs. 9, 10 and 11 to radii of 20, 40, 60, 80,
and 100 km and to 60,000, 80,000, and and 100,000 grid
points.
All three Figures show the same pattern. Smaller original distances have larger absolute relative errors, which
decrease with increasing original distances. The largest
absolute relative errors resulted for the nearest hospital
with smaller radii and fewer grid points. However, the
absolute relative error does not exceed 5% for the nearest hospital. Hence, the absolute relative errors for the
second and third nearest hospitals are below 5%. With
an increasing number of grid points and increasing radii

size, the quality of the approximations increases since the
absolute relative errors are decreasing.
Despite the small error in the approximations, about
11% of the orders of precedence in the hospitals were not
preserved. This is mainly due to the small differences in
distances between nearest and second nearest hospital.
Second, we report aggregated results based on the
entire parameter space (see Fig. 12). Here, the mean
absolute error by radii and the number of grid points for
each of the three nearest hospitals are shown.
The largest mean absolute relative error of about 8%
is observed for 50,000 grid points and a radius of 10 km.
The effect of the number of grid points on the quality of
the approximations decreases with the size of the radius.
Further, the effect of the number of grid points on the
quality of the approximations also vanishes with larger
distances. With a radius size of about 30 km or more,
no major differences in the errors remain. With the data
used, mean absolute relative errors < 1% can be achieved
using a radius of ≥ 30km and ≥ 60, 000 grid points.
Table 3 shows the errors (in meters) for two parameter
sets. For the suboptimal parameter set, the errors (in
meter) are already small. With an optimal parameter set,
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Fig. 11 Relative error of the approximated distances for the third nearest hospital by size of radius and number of grid points. The blue line is a
smoother using gam

minor errors of about 100m can be achieved and are negligible in practical applications.
Hence, higher numbers of grid points on a regular grid
will yield small errors. The choice of the radius is crucial
for small numbers of grid points. Furthermore, it should
be noted that the variances of errors of approximated distances for fixed radii and fixed numbers of grid points are
very small.
Of course, the choice of radii is critical: for unsuitable
radii, the mean error gets unsustainable high. However,
the radius (r) is a user-defined parameter. For many practical applications, distances above a certain threshold
are considered as irrelevant. Often points in the upper
tail of the distribution of distances can be censored (for
example: all distances over 100 km), and this could be
considered the maximum distance of interest. In general,
the radius should be at least half the maximum distance
of interest. ISGP allows distance calculations for points
separated by a distance less than 2r. For points separated
by more than 2r, only the fact that the distance is ’2r or

greater’ can be stated. Since r is user-defined, this is not
an issue.
The runtime needed for the computation of the distance approximation is a linear function of the number of
grid points (see Fig. 13). The runtime is unrelated to the
radii. Overall, currently about 10,000 approximations can
be computed within less than 5 min for regular grids. An
advantage of the method is that even with large numbers
of grid points, storage is no limitation because 10,000
points can be stored in less than 20 kB.

Discussion and conclusion
In this paper, we have introduced ISGP as a method for
the calculation of the distance between masked geographical data. ISGP guarantees high security since an
adversary could only uncover sets of random numbers,
but not the original locations.
In principle, all geo-masking methods can be attacked
with a graph-theoretical approach, if a distance matrix
and restricting additional information is available [18,
29]. If the elements of the distance matrix are censored,
such approaches become more difficult. Since distances
above 2r will result in empty intersections, only distances
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0
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Fig. 12 Mean absolute relative error for each of the three nearest hospitals

Table 3 Results of distance approximations by radius and
number of grid points

50,000

791

10,000

50,000

1044

{P, Q3}

10,000

50,000

1422

{P, Q1}

90,000

100,000

136

{P, Q2}

90,000

100,000

140

{P, Q3}

90,000

100,000

2141

400

10,000

{P, Q2}

300

{P, Q1}

200

Mean
absolute
error
in (m)

Elapsed time [sec.]

Grid points

100

Radius
in (m)

0

Geo-locations

Regular grid

0

2000

4000

6000

8000

10000

Number of grid points

smaller than 2r can be computed. Therefore, given a dataset with n observations, only distances smaller than 2r of
a n ∗ n distance matrix can be recovered. Hence, graphtheoretical attacks on distance matrices of randomly
labeled grid points should be much more difficult than on
uncensored distance matrices. However, a detailed security analysis of ISGP will be the topic of future research.
We have demonstrated that the method provides
acceptable results. For the intended applications, relative
errors between a minimum of approximately 1 % and a

Fig. 13 Elapsed time in seconds depending on the number of grid
points

maximum of 10 % are acceptable. The effect of approximately 10 % random measurement error on correlations
is negligible for most practical applications. If we are
interested in the correlation between true distances and a
criterion variable (for example medical outcomes), but
we observe only approximated distances, the reliability of
the true (x) and approximated ( 
x ) distances will be
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Fig. 14 Area of intersection between two circles with the same radius r, whose centres P and Q have distance d

ρ(x, 
x) =

σx2
.
σx̂2

Using this reliability value with an expected

error of 10 %, even after correction for attenuation, the
decrease in correlations is negligible for most practical
applications. The amount of attenuation due to the
approximation will be smaller than that. However, in the
area of non-emergency medical care, variations in the
travel of less than thirty minutes in general do not cause
serious complications [30].
A further advantage of the described approach is the
prospect to use IGSP encoded geographical information for privacy preserving record-linkage (PPRL) applications (for a review, see [31]). Similar to the ordinality
preserving mapping of numerical values described by
[13], the resulting set of grid numbers of IGSP could be
mapped to Bloom-filters [32]. Bloom-filters are increasingly used in PPRL [11, 33, 34] and could be enhanced
with ordinal encoded geographical data by ISGP [14].
Bloom-filter encoded IGSP are currently the only PPRL
method, which can efficiently utilize geographical information. A detailed study on this application will be the
topic of a forthcoming paper.
To sum up, we discussed a new method for privacy
protection of geographical information in microdata.
The use of intersecting sets of randomly labeled points
permits fast distance approximations with errors below

10 %, where larger errors are due to unsuitable parameter choices. With appropriately chosen radii, about 99 %
accuracy can be achieved. However, a systematic comparative study of the accuracy and privacy of geomasking methods, in general, is lacking in the literature and
subject of ongoing research. Furthermore, the technique
as described here is limited to Euclidean distances. To
account for differences between actual driving time and
driving time according to the Euclidean distance, we are
working on mapping these differences by using more
than two dimensions of the random grid. This technique
will be the subject of a forthcoming paper.
ISGP neither requires unduly computational effort nor
excessive storage. The method will be useful for research
using geo-located sensitive data.3

Appendix: equation for the intersection of two
circles
In this appendix we provide a geometrical proof of the
formula of the area of intersection of two similar circles. As mentioned, the area depends on the distance d
between the centres P and Q, cf. Sect. 3, Eq. (1).
3

We used the proposed method in a first real-world application in a study of
regional disparities of educational opportunities [12]. However, that publication does not contain any technical details which we provided in this paper.
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Let r ∈ R be the respective radius of two circles and
d ∈ [0, 2r] the distance between their centers. The area of
intersection of the two circles can be calculated by
 
d 
d
− · 4r 2 − d 2 .
A(d) = 2r 2 · cos−1
2r
2

Proof
The area of the shaded segment
BDC is the area of the
sector PBDC minus the area of the triangle △ PBEC (see
Fig. 14). To determine these areas, we need the enclosed
angle θ , which is by definition:

cos

PE
d
θ
=
= .
2
PB
2r
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Hence

θ
d
= cos−1 .
2
2r

(4)

For the area △PBEC we need the length BC. Since
BC/2 = EB, we can use the triangle △ PBE and the theorem of Pythagoras to get

d2
(5)
h = EB = r 2 −
4
and finally

area(△PBEC) =

The area of overlap A(d) is twice the area of the segment:



d
1
2h ·
2
2



=

hd
.
2

Using radiants, a full circle has an angle of 2π and an area
of π · r 2. Since a sector is a slice with an angle of θ , the
sector has an area proportional to the angle θ:

This gives

Inserting Eq. (4) for θ and eq. (5) for h gives

Availability of data and materials
The datasets supporting the conclusions of this article are available at [22, 24]
or can be made available from the corresponding author on request. The data
containing residential geographic information cannot be made publicly available to protect privacy and consent. The code that supports the conclusions
of this study is available in the paper.

Declarations
Ethics approval and consent to participate
Not applicable
Consent for publication
Not applicable.
Competing interests
The first and second authors declare that they have no competing interests.
The third author respectively Farrow Norris has an Australian patent pending
describing the procedure.
Author details
1
Research Methodology Group, University of Duisburg-Essen, Duisburg,
Germany. 2 Methodology R&D, Statistics Netherlands (CBS), Heerlen, The
Netherlands. 3 Farrow Norris, Sydney, Australia.
Received: 12 December 2020 Accepted: 26 February 2021

References
1. Center for Disease Control and Prevention–Research Data Center:
Distance to Nearest Hospital Files: NAMCS and NHAMCS (1999 to 2009)
(2009)
2. Yantzi N, Rosenberg MW, Burke SO, Harrison MB. The impacts of distance
to hospital on families with a child with a chronic condition. Soc Sci Med.
2001;52(12):1777–91.
3. Currie J, Reagan PB. Distance to hospital and children’s use of preventive
care: is being closer better, and for whom? Econ Inq. 2003;41(3):378–91.
4. Feudtner C, Silveira MJ, Shabbout M, Hoskins RE. Distance from home
when death occurs: a population based study of Washington state,
1989–2002. Pediatrics. 2006;117(5):932–9.

Schnell et al. Int J Health Geogr

5.
6.
7.

8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

(2021) 20:14

Nicholl J, West J, Goodacre S, Turner J. The relationship between distance
to hospital and patient mortality in emergencies: an observational study.
Emerg Med J. 2007;24(9):665–8.
Kornelsen J, Moola S, Grzybowski S. Does distance matter? Increased
induction rates for rural women who have to travel for intrapartum care. J
Obstet Gynaecol Can. 2009;31(1):21–7.
Ravelli A.C.J., Jager K.J, de Groot M.H, Erwich J.J.H.M, Rijninks-van Driel
G.C, Tromp M, Eskes M, Abu-Hanna A, Mol B.W.J. Travel time from home
to hospital and adverse perinatal outcomes in women at term in The
Netherlands. BJOG Intern J Obstet Gynaecol. 2011;118(4):457–65.
Murata A, Matsuda S. Association between ambulance distance to
hospitals and mortality from acute diseases in japan: National database
analysis. J Public Health Manage Pract. 2013;19(5):23–8.
Trinckes JJ. The definitive guide to complying with the HIPAA/HITECH
privacy and security rules. Boca Raton: CRC Press; 2013.
Sharma S. Data privacy and GDPR handbook. Hoboken: Wiley; 2020.
Christen P, Ranbaduge T, Schnell R. Linking sensitive data: methods and
techniques for practical privacy-preserving information sharing. Cham:
Springer; 2020.
Klingwort J, Schnell R, Sixt M. Geo-Masking von Koordinaten der BiLO
Befragten für zukünftige datenschutzgerechte Distanzberechnungen.
Technical Report 87, Leibniz-Institut für Bildungsverläufe, Bamberg; 2020.
Vatsalan D, Christen P. Privacy-preserving matching of similar patients. J
Biomed Inform. 2016;59:285–98.
Farrow J. Privacy preserving distance-comparable Geohashing. Second
International Health Data Linkage Conference 2014, Vancouver; 2014.
Gutmann MP, Witkowski K, Colyer C, O’Rourke JM, McNally J. Providing
spatial data for secondary analysis: issues and current practices relating to
confidentiality. Popul Res Policy Rev. 2008;27(6):639–65.
Armstrong MP, Rushton G, Zimmerman DL. Geographically masking
health data to preserve confidentiality. Stat Med. 1999;18:497–525.
Hampton KH, Fitch MK, Allshouse WB, Doherty IA, Gesink DC, Leone PA,
Serre ML, Miller WC. Mapping health data: improved privacy protection
with donut method geomasking. Am J Epidemiol. 2010;172(9):1062–9.
Kroll M, Schnell R. Anonymisation of geographical distance matrices via
lipschitz embedding. Intern J Health Geogr. 2016;15(1):1–14.
Kerschbaum F. Distance-preserving pseudonymization for timestamps
and spatial data. In: Proceedings of the 2007 ACM Workshop on Privacy in
Electronic Society WPES’07, Alexandria, Virginia, USA: ACM, pp. 68–71; 2007.

Page 16 of 16

20. Dice LR. Measures of the amount of ecologic association between species. Ecology. 1945;26(3):297–302.
21. Venables WN, Smith DM. the R Core Team: an introduction to R. Notes on
R: a programming environment for data analysis and graphics; 2020.
22. WhatDoTheyKnow: list of hospitals. https://www.whatdotheyknow.com/
request/list_of_hospitals. Accessed 07 Dec 2020; 2013.
23. Bivand R, Lewin-Koh N. Package ‘maptools’: tools for reading and handling spatial objects. R package version 0.9-8.; 2019.
24. GADM: GADM maps and data. https://www.gadm.org/. Accessed 07 Dec
2020; 2018.
25. Kahle D. Package ‘GGmap’: spatial visualization with ggplot2. R package
version 3.0.0. 2019.
26. Pebesma E. Package ‘sp’: classes and methods for spatial data. R package
version 1.3-2. 2019.
27. Bivand R, Keitt T, Rowlingson B. Package ‘rgdal’: bindings for the ‘Geospatial’ data abstraction library. R package version 1.4-7; 2019.
28. Hastie TJ, Tibshirani RJ. Generalized additive models. Boca Raton: Chapman & Hall/CRC; 1990.
29. Kroll M. A graph theoretic linkage attack on microdata in a metric space.
Trans Data Privacy. 2015;8(3):217–43.
30. Phibbs CS, Luft HS. Correlation of travel time on roads versus straight line
distance. Med Care Res Rev. 1995;52:532–42.
31. Vatsalan D, Christen P, Verykios VS. A taxonomy of privacy-preserving
record linkage techniques. Inform Syst. 2013;38:946–69.
32. Bloom BH. Space/time trade-offs in hash coding with allowable errors.
Commun ACM. 1970;13:422–6.
33. Schnell R, Bachteler T, Reiher J. Privacy-preserving record linkage using
bloom filters. BMC Med Inform Decision Making. 2009;9:1–11.
34. Randall SM, Ferrante AM, Boyd JH, Bauer JK, Semmens JB. Privacypreserving record linkage on large real world datasets. J Biomed Inform.
2014;50:205–12.

Publisher’s Note

Springer Nature remains neutral with regard to jurisdictional claims in published maps and institutional affiliations.

Ready to submit your research ? Choose BMC and benefit from:

• fast, convenient online submission
• thorough peer review by experienced researchers in your field
• rapid publication on acceptance
• support for research data, including large and complex data types
• gold Open Access which fosters wider collaboration and increased citations
• maximum visibility for your research: over 100M website views per year
At BMC, research is always in progress.
Learn more biomedcentral.com/submissions

